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Introduction

Thenliraegi stseravtii oen yemw btl & s itnhpel imanagement of vy«
RADI §8r ver s gaVdmmaamsd some adminitsitornati ve i nf
associated wisbrvheegovroam

This document is a user guide which will enabl
showing you t ke dinfdf elidrdftersethdg el ements that vy
manage for this service.

Login Page

Si mply glhttpsthe reqgi page. glohver damsbepage whi c
di splayed is the Belnet services |l ogin page.

Enter your user name and your password.

Youwrser hamethyeodiro_rlmastname_firstname@yourinsti

know your password or this is tI

I f you d t
I he procedur e pfaocsrs wolradngi ng or r eset

0O no
can follow t
Nottehat you can only access the system if you
administrative procedure for subscribing to ¢t

) - — - =]
dentity Provider - Login +
cC # & < belnetbe 4z - erp - coogie

eadiines [ Wiki [ calendar (¥ XTremiswes £ EPM ¥ Proxyciick ~} 0 Notifications

Belnet

dedicoted connectivity

Belnet Personal Login

Your Beinet Personal Login is your secure access to different Belnet sites and services (such as our monitor site, support site, domain registration system. Beinet R&E Federation. ...).
Only registered users known by Beinet will receive a personal login.

Login

Please, enter your usemame and password in the following fields then press login

Usemame:
(your personal email address within
your organisation, known by Beinet)

Password

Login
You want o activate your login or you forgot your password ? Ciick here.

You want to change your password ? Click here
Forgot your usemame ? Send a mail to customer@beinet be.

ue'g h

(" rors m be
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Main Page

[ Freio = e w— | enet CaenderCaendar-.. ~ [ &3 Googie Traduction 8 i [E) =[Ba Vemge O Your_ | + | el

Latest Headiines [5) Wiki [+ calendar B epMt % Proxyclick | 0 Notifications

dedicoted connectivity

Belnet govroam register interface

Hello marc@oelnet be
Manage your govroam configuration

» You have not yet defined any radius server please click here to add one.

» You have not yet defined any reaims( domain ) please click here to add one
» You have not yet defined any location piease click here to add one

® You have not yet defined any test user please click here to add one.

You have not yet defined the url where local govroam implementation is described. Piease click here to add it

Marc Gerard
(marc@belnet be)

BELNET(BELNET)(1)1)

be\‘m;h
As you can see on the above screen, -the site i
hand part encal adéswanm you access to specific
hand part wil!/ d iasbpoltudiye tmlee ui. nf or mat i on

have been aut hemand apardt oonf tthhee sp a gee
summary of the i#twmwf asmati on that you

Af ter vyo
cont ain

o on this page that youooathhmodi fy ¢t
atiam ogfougovmesamtution, by <clicking

't is al
i mpl emen
u

0 Q© C

contains 7 items

T You RADdE rtlsal ¢ ows you to spetitiggsheodi ff
you RARIrv®ers twhicbnweklted to Belnet's R
servers

The men

—_ =

T Your readllnosws you nealdmd i (nttomariehs § h

govr ova inl be configured.

f Your | oahtows: you t o Isoectattihoen sg covrr caacnt e s s
points whicéd ameyavmailagtitution, as wel/l
relating to these access points.

T Your tesal buewssyou to define the informat
test users. These will allow you to carr.)
configuration phase iamgd dafo tehse daBod li gsiha nfmo n i

T Bel net RIAD I tUlBi s section you wil!/ find al/l

addr es s, Bel newi nge syto w steas)eeawigl etcd your
Bel net' ss RADé¢ US.

f Passwarldiows you to manage your user name

Homdgakes you back to the home page.

( P4/14 m .m
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Managing your RADIUS Servers

The first me t'bat Raédd reSmeciiku otnh e hfeo |

toi
screen is displayed:

1 e e
€»C N @

Latest Headiines [ Wik = colndar

ot 3 EPM € Prowyckck [ 0 Notiications

Belnet
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Belnet govroam register interface

List of configured radius servers

click here 10 add new radius server
Add

Marc Gerard
(marcgbelnetbe)

BELNE T(BELNET)(1)1)

l owi ng

The +iaqdt si de of the screen promptyowrou to en

fi RADI 88rver. Rdbsasstohe

A new screen is displayed with a form.

[ Firetox > | pereem— [ = Belnes Cotendr (Catendr - — | &2 Google Traduction 3 govroam beine - Recherche. | B3 Benet govroam regiter e | K] Chistophe Hars - Messages | DB Nick Cave & th Bad Seeds - | + | il i
€ C f a govioam.be 9 )

Latest Headiines [ Wiki = caendar (2 XTremisiveb 3 69 @8 Prorycick ] 0 Notfcaions

Belnet
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Belnet govroam register interface

Add radius servers
* Not a valid IPv4 or IPv6 public address
Ip adaress: 0000

* please provide a valid public IP address

Auth port. 1812
Account port: 1813
Chent shared secret dRpBWSEE0gJHvaYGNowgRNyBM

Marc Gerard « Shouid be seen as Belnet point of view So you need 1o put it in your proxy config

(marcg@beinet.be)

Proxy shared secret: dRpBgvSEEogIHvaYGNowgRNYBN
BELNETBELNETY(IY)  ~  Shouid be seen as Beinet point of view. S0 you need 1o put tin your client config
Priosity 1
« if you have more than one radius server this il define in which order we wil try fo contact your radius server

Sp only: ] you radius server will be only used as service provider

Add

b .“\‘wmw be

This form contains the following fiel

ds:

T I P addirmestskeil f§ , f you must earetrererysur PRADI US

addr.ds8ss address must be a valid

T Auth pahtis field, you must enter

publ i c |
the UDP

aut hentication. The standard ports are nc

T Accounti motrhis field, you must enter the
accounting. The standard ports are nor mal

( P5/14 m
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T Clisehared $@acthis field, you must provi deé
which wil |l bRBRADEEHEr bgr yowhhen it contacts c
RADI §8rvers. You must wuse this key in the
confi gur atRIADOA B@fr veaour Thi s shared key mus:
mini mum | ength of 8 characters and a maxi
characters. I't must contain a set of alpt
of characters in upper and | ower case anc
such as 6&'@ ... 0.

T Proxy sharéead s$dcseffield, you must provi dc¢
which wil |l bReA DU sgeSdr vbeyr souwhen t hey contact
radi us server. You mQlsitpatste ofhitsh&ey in tl|
confi gur atRIADOAN B@fr veaour Thi s shearaed key mus:
mi ni mum | ength of 8 characters and a maxi
characters. 't must contain a set of alpt
of characters in upper and | ower case anc
such as .6&'. @

T Priowheyeu haveRARBWvWB8aVers, this field cc
the order RADwWHB8c®ewiulrl contact yours. Th
server with the | owest priority wil!/ be ¢

T Sp onlfyyou have jaci medegovrceamprovider on
activate this field.

Whenl atthe fi el édsdainsd efipil lyl eedAidakky tathdnt &alkel t he
fields are not filled in correctly, the form i
incorrectly are displayed with information i nc¢
I f the form has been properly completed, the
i nformation as wel |l as the processing status
di spl ayed.

| Eenet gowosm reginermetace [ £ E ]

(< ) eqistergovioam.bel 8- Google

leadlines [E) Wiki [ calendar (*¥/ XTremisWeb & EPM 9% Proxyclick (! 0 Notifications

Belnet

dedicated connectivity

govroam Register

* Home

® Your radius server

o Your reaims

o Your
® Your

® Belnet Radius
® Admin
= Validate

u Manage data

® Password

Marc Gerard
(marc@belnet.be)

BELNET(BELNET)(1)(1)

Belnet govroam register interface

List of configured radius servers
¢ Here you can find the list of all configured radius servers.

Radius servers awaiting validation

IP address_|Auth port/Account port| Client Shared Secret | Proxy Shared Secret Priority|Selected
193.190.77.52/1812 1813 \CDJmOZoluBudsWGSeuCC7th3Wn3|88 CDJmO020iuBudsWGSeuCC7tWv3Wn3i88|1 \a

Action edit  ~ [ execute |

©2011Belnet  Disclaimer ~ Contact

Thi s

information page cootadesngevbeal i sabof |

serverrrserctul y registered for your institution.

di spl
have

ayed direct!l yYowhre nRAdduvU@EmM w,k porno vtihdeed you
gl cowamd i gured at sleeaetr. one RADI US

( P6/14
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Val i dacarmRdkBl 8§8r ver s ar et lhéasipldayaendd ianct i ve RADI L
serveabBTlhese RAPrM®Srs are¢ ocompfeir@aqureedvi th Bel net
RADI §8r vers

The RAPEUS8ers that you haveDidsishbétedRADIEUEI st
serveabBTlhese RABPrYW®rs are no |l onger configured
Belnet's radius servers but are stildl regi st et

No tteh altl ac hangesat itoon iinf orran at iscer vtear sy omwrs tR Al US
validated by our technical team.

RADI §8rvers awaitingarvealliidsaRd @inid @ mtolsre us
awai ting valbilgati on

From this page, you can manage all your server
Execbuéet on.

The actt oneutdan perf oraneromnmeryouar eRAtDHAJSf ol | o wi

1 Editthi s actyom @aabddelwshe settings of your
server

T Addal |l ows you to addraenew RADI US

T Di saflal ¢ ows you to diRsADllE8 rtveerrp.or arily a
T Enabakl owsrymnwabtte a previoussgrdesabl ed |
1T Del ealel ows youRADISdeteer a

Onceeatchh i on has been c hoExeenc bisti tmprd yf @rr eists ttd eb ¢
executed. Only the preoliocgoddw Mmaél ewcl ¢édbeer ver
concerned by the action.

Managing your Realms

When you Ydurc kr emehlremsr ¢ dnlsmmsnagement page is disp
on t he amidg ptar t .

GEETSAN | () seinet govroam register interface [+] - —
€ C A | @ https//registergovroam.be/realm/Zinstid=

) Latest Headlines [E) Wiki [= calendar (:/ XTremisweb B3 EPM 9% Proxyclick { ; 0 Notifications

Belnet govroam register interface

govroam Register

o Home List of configured realms (domain )

Here you can find the list of all configured realms

List of realms awaiting validation

.
* Beiet Radus Realm [Selected
Admin belnetbe| ®

lidate
= Manage data

o Password Action edit  ~ [ execute
Marc Gerard
(marc@belnet.be)
BELNET(BELNET)(1)(1)
This information page includegexadweurni entalby es
( P7/14 Web Interface User Guide ’m
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configured for your institution.

Val i d amdeasdawii vle be Isihotwno fi nv & lhied atnadblaec.t i ve r
Theseasl mmr e canof iogpuerreadt e wi t hs BreMeres." s RADI US

Theeasl it hat you have di $abltedfadeshbbsteddaind nb

active trebllleesseasl mre no | ongeropemndti guwietdh

Bel net' ss®RADédESebwstt i || registered.

Nottehatc halnlges to infor matrieasi mhnstr eba@atvaohni dot ¢
our technical team.

Rea¢ mawaiting validati obhi §r omf usealrms | awaiedi ng

val i daabbe.

I f theelsl sits ogmptvwy] |l ybe asked directly i f you
realmn this case,Adsd untptl yn cpr eke-lomndrmet e ri gh
of the page.
From this page, youeasdm mamggehal Actyioam | i st &
Execbuéet on.
The actiyomus ctamatper f e msinnmaorne ytohueg f ol | owi ng:
1 Editthis action allowsagtoou to modify youl
1 Addal |l ows you teabhmd a new
1 Di sallal € ows you to dirseaadbllme t emporarily a
1 Enaball ows ynwbtl® rae previ ealkmmy disabl ed
1 Del ealel ows your ¢al thel et e a

Onceeatch i on has been c hoExeenc bisti tmprd yf @ eists ttd eb e
executed. Only the epnSeaviieoccicddy ms e | wick ledbe conce
by the action.

To addraeadewi mply eé&xeéaocutieonthelhe foll owing scr
asking you teakmter your

I n Mdomreeti elnd,emr etah amien t hgotior mnst iftoutm.on. be

Belnet govroam register interface

Add realm

» This field is requirest

et.be)

BELNET(BELNET)(INY) =

(" rorns m be
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Managing the Test Users

In order to testinfhragas tyrowat RADIIUSS configured cc
for eacrheaslfmthia¢ you have registered is requir.
would Iike to i mplement a monitoring tool whi c

You will be able tohmaemageenndYBeygclskeki ngeon
the following page is displayed:

-
) | [ Belnet govroam register interface [ + P- . - —

C @A @ htps//register.govroam.be/tes tid=1 2 - Google

Headlines () Wiki [ calendar (*/ XTremisWeb & EPM Q% Proxyclick ("} 0 Notifications

Belnet

dedicated connectivity

Belnet govroam register interface

govroam Register R
TE— List of test users

® Your radius servers
® Your reaims Here you can find the list of all given test user accounts.

Outer Login InnerLogin  |F [Outer methodell | Valid from | Valid until [Cert/Selected|
bel benoone [EAP-TTLS [MSCHAPv2 |Jan. 1, 2013|Jan. 1, 2013 ® |

Action edit v | execute |
= Manage data
® Password

Marc Gerard
(marc@belnet.be)

BELNET(BELNET)(1)(1) x

©2011Belnet  Disclaimer ~ Contact

This information page includes a table contai.l
configured for your institution as well as the
I f théeéeBsstsofs empty, you wild.l be asked direc
test user. I n this Adabsuet,t osn nporl eys ech i ncdkn otnh & hrei g
side of the page.
From this page, you can manage all your test 1
Execbuéet on.
The actions that you can perform on your test
1 Editthi s action allows you to change the s
T Addal |l ows you to add a new test user
7 Del edlel ows you to delete a test wuser
Onceeatchh i on ko skeenen si mElxye cpprueestsont Heor it t o b
executed. Only the pBevVéacwdtuynngelwadtle d euscormc(e

by the action.

To add a new user Adsacnpiloyn .e xTehceu tfeo Itlhoewi ng scr e
asking you to enter the information about the

(“rorns m be
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Belnet govroam register interface

Add test user

. b

This form contains the following fields:

f Outewntlhogfar authentication based on the
mechani2smser names ar e orug@uitthed.ogTme fir
wi || beousiedginhe requesrveo abhéeRADI US
authenticate the user iomnemheabtalsilso@ifnthe
Both may béutdehiiscak, nichteuare ro luitchat i on

| oghens t h&nd my moruessa@axf _your _institution. be
T I'nner aumaticbesnt he test wuser |l ogin for
wi || havgowdha&mftoe snteuaslenf @y our _institution.
T Passwdrhde test usdr'ystmpasuswonde usual rul
creaitmigni muomh arfac8t er s, mi xing al phanumer |
character s, upper and | ower <case).

T Ext aBBAPh met hod used for the external aut
determines the type of tunnel that wil/ k
and their institutThe ' fsouradhAaBdiSkkirlviet i es
EAPFTLBEABRNHEAP

T I'nt addbhtils field determines the authentica:

used by your insgédartwdri otnd si RAMDtI iUSy and au:
t he t esttheuseexrit sialAARLS time | atter case the
i sdentified and authenticated by a user ¢
arMdSCHAPvV2, aGHAP

T Certthis field allows you to provide a use
t hext astellEAPELS

1 Val i damidami d:tuhretsiel t wo fields allow you t
validity period of the test user.

I f you have meadesns dhainatoende wi sar vheegovt oam
preferable to haveabme test user per

Managing the Access Point s

The information about the |l ocation of access |

( P10/14 Web Interface User Guide belspo



be abl e ®moo dnliagpl wihn cdi sseuanmtalre | ocati ons where ¢
access is availabl e.

By clickiagr oholtihrek othnhe f ol |l owing page is disp

[ Firefosc ] B Belnet govroam register interface | + | . - -
€ C @ & hips/egister govioam.bedlocation

5 Latest Headlines [E) Wiki [= calendar (-4 XTremisWeb [B3 EPM S Proxyclick [ 0 Notifications

Belnet
dedicated connectivity

Belnet govroam register interface

govroam Register

o Home List of govroam enabled locations

Here you can find all your govroam enabled locations.

[ street [Box City [Zip Code#Access Point/Auth Mechanisme|Selected|
|Avenue Louise[231 ixelles[1090 |10 |WPA2IAES |e |

Action edit

= \Manage dafa
* Password

Marc Gerard
(marc@belnet.be)

BELNET(BELNET)(1)(1) -

This information page iaeaclliugltesofa It@abdtei con t Wi t
access currently configured for your institutdi
I f the |ist is empty, you will be asked direct
this case, simpbyttbinchpbresehhednstite ofghhe
page.

From this page, you can manage all the access

t hexecbuéet on.
The actions that you can perform on your acce:

1T Edithi s acwbsogmoal t o modi fyatahcec eisnsf or mat i on
| ocati on

9 Addal |l ows you to add a new access |l ocatio
1T Del edlel ows yewet@andaccess |l ocation

Onceeatch i on has been c hoExeenc bisti tmprd yf @ eists ttd eb e
executed. Onl ys etl leec t perdeSweibcewastddysunmn()  wi | | be
concerned by the action.

To add a new | ocatibdhm@acsi omplyTéaeetol eotivhag secr
appears asking you to enter the information al

( P11/14 Web Interface User Guide belspo



The

= =4 =4 4 A

following infor mantiomnt lrsihso ufladr :e enter ed
Streethe street in whic@r)eecahedaccess
Citythe municipality in which the street
Box the number in the street.

Zi pcodthe postcode associated with the
Lati amdengi codeespond to the coordinates

on Ga o gniaep .

will try

I f you do not know t hese

to define them on the

i nformation using Google's API

yorus el f

basi s

of

You can

ng the Google Maps site.

( P12/14
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